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Securing email from spam has become 
a front-burner issue again

Total email spam volumes are up 147% in 
the last twelve months
– Nearly 93% of all email is now spam

Email spam has exploded, up 73% from 
September through November 2006
– Postini blocks twelve spams for every 

good Internet email
– Postini blocks more than 80 spams 

per day for the average user
Image and office document spam now 
average 30% of all junk messages, up 
from minimal in 2005 
– Driving 334% annual increase in 

bandwidth, processing and storage 
requirements

73% Growth in Spams Blocked by Postini
September - November 2006
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Weekly data, normalized to September 1, 2006 = 1.00, source: Postini 

Have a question? Submit it via the WebEx Console
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Spammers are increasingly aggressive 
and sophisticated

Spam has evolved from a tool for annoying 
marketers to one for criminal enterprises
– Criminals favor phishing, fraud and stock 

manipulation schemes
Spammers now use massive networks of 
hijacked computers - “bot-nets” - to initiate 
attacks  
– More than one million IP addresses are 

now coordinating spam and virus attacks 
each day

– More than 50,000 infected computers are 
attacking at any particular point in time

– Spammers are constantly changing IP 
addresses to evade detection

Virus outbreaks precede and are typically 
predictive of spam storms
– October / November “Warezov” aka 

“Stration” Worm most recent example

Have a question? Submit it via the WebEx Console



Confidential5

Agenda

The Fall 2006 Spam Explosion
Spam Trends and Postini Response
Best Practices



Confidential6

The Basics

Update DNS MX Records
– Mail flows through Postini

Add Users
– Filters user email messages

Secure firewall
– Limit Port 25 to Postini IP Addresses and any other significant 

IP Addresses
– IP address range is identified in the Administration Guide

Have a question? Submit it via the WebEx Console
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Recommended Settings

Virus Blocking
– Non-account Virus Blocking - On
– Virus Disposition – Delete

Attachment Manager (Additional virus protection)
– System Threats – Quarantine

– Executables: exe, ini, ins, iw, class, js, scr, vbs, com, pif 
– Compressed: hex, hqx, sea, sit, tar, zip, zoo, lzh, bz, bz2, gz, tgz

Blatant Spam Blocking
– Blackhole or Bounce

General Settings
– Support Contact
– Non-account Bouncing – On (After adding all users)

User Access to the Message Center
– Spam Filtering - Read
– Virus Settings  - None

Default User Settings
– Spam filtering – Moderate settings
– Virus blocking – Enabled and Organization Default

Spam filtering and virus protection
Have a question? Submit it via the WebEx Console
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Best Practices

Configure Email Server Config settings
– Connection Manager server protections
– Automatic Spooling and Unspooling
– Configure Alerts

Lock down firewall
– Limit access to port 25

Add users, user aliases, and mailing lists
– Default User spam filtering and virus settings
– Non-account bouncing
– Methodologies to manage users

Consider Directory Sync and enable Non-account bouncing

Protect server and add users

Have a question? Submit it via the WebEx Console
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Commonly Overlooked

Adding additional domains and domain aliases
– Update DNS MX records, as well

The Approved/Blocked Sender lists
– Minimize the number of approved senders
– User’s approved/blocked sender list takes precedence over 

Organization’s
– Consider not allowing users to modify approved/blocked sender 

list via the Message Center
Locking down the firewall

Have a question? Submit it via the WebEx Console
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Header Analyzer

Easy to use user interface
Interprets message headers
Easy to read and understand 
display format
Available at the Support Portal

Microsoft Mail Internet Headers Version 2.0
Received: from exchsrvr3.postini.com ([172.16.0.56]) by EXCHANGE1.postini.com with Microsoft SMTPSVC(6.0.3790.211);

Mon, 18 Jul 2005 12:51:33 -0700
Received: from thor.postinicorp.com ([64.18.7.239]) by exchsrvr3.postini.com with Microsoft SMTPSVC(6.0.3790.211);

Mon, 18 Jul 2005 12:51:33 -0700
Received: from psmtp.com (eu2sys200bmx004.postini.com [207.126.150.44])

by thor.postinicorp.com (Postfix) with ESMTP id 5DF00178935
for <jrambo@postini.com>; Mon, 18 Jul 2005 12:50:03 -0700 (PDT)

Received: from source ([206.190.49.2]) by eu2sys200bmx004.postini.com ([207.126.150.20]) with SMTP;
Mon, 18 Jul 2005 12:50:02 PDT

Received: (qmail 38528 invoked by uid 60001); 18 Jul 2005 19:50:01 -0000
DomainKey-Signature: a=rsa-sha1; q=dns; c=nofws;

s=s1024; d=yahoo.com;
h=Message-ID:Received:Date:From:Subject:To:MIME-Version:Content-Type:Content-Transfer-Encoding;

b=vGMSz7A051aYPb+p+KsUGOCXxnwrb5tyJIIWS3BI6f/clCwwPRgVB68nXn3zlUhBTKuozFMjDgsagSimiOyUGKAdm5hXyfL1R7q5duWtvhXpSNskW/NfBzYviCg058x6cIlmxKIN8v5QlZ5rdj5DDB0TCFv/KM7KFZJ
IU9gsecY=  ;
Message-ID: <20050718195001.38526.qmail@web52813.mail.yahoo.com>
Received: from [12.158.40.254] by web52813.mail.yahoo.com via HTTP; Mon, 18 Jul 2005 12:50:01 PDT
Date: Mon, 18 Jul 2005 12:50:01 -0700 (PDT)
From: Jim Rambo <hello_rambo@yahoo.com>
Subject: RSS: IE blog
To: Jim Rambo <jrambo@postini.com>
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="0-1320418360-1121716201=:35834"
Content-Transfer-Encoding: 8bit
X-pstn-levels:     (S:83.56696/99.90000 R:95.9108 P:95.9108 M:97.0232 )
X-pstn-settings: 3 (1.0000:1.0000) s gt3 gt2 gt1 r p m 
X-pstn-addresses: from <hello_rambo@yahoo.com> forward (user good) [109/4] 
Return-Path: hello_rambo@yahoo.com
X-OriginalArrivalTime: 18 Jul 2005 19:51:33.0859 (UTC) FILETIME=[19962330:01C58BD2]

Copy and paste 
message header 

here

Have a question? Submit it via the WebEx Console
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Summary / Q&A

Spam volume and sophistication are 
dramatically on the rise
Postini services are unmatched and we are 
continually investing to improve them
Clients should leverage best practices and 
review them on a frequent basis

– If spam is getting through, use Header 
Analyzer

Resources and Information available at the 
Support Portal:

– Best Practices
– Webinars
– eLearning Tools
– Threat Advisories

Have a question? Submit it via the WebEx Console
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