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Phishers still reeling in thousands of Brits
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by Will Sturgeon

And what are the banks doing about it? Guess...
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Phishing attacks continue to rise and new research suggests more and more UK internet users are 
falling foul of the emails which often look to steal personal information relating to online banking and 
ecommerce.

Many victims also claim their banks aren't doing enough to protect 
them or compensate them.

According to AOL, five per cent of UK surfers claim to have fallen 
victim to any kind of online fraud - from phishing scams, fake domain 
registry renewals and 'Nigerian 419' scams to phoney online auction 
lots.

In total, one per cent claim to have fallen specifically for phishing 
scams - a figure which points towards hundreds of thousands of 
victims across the country.

Of those who have been victims of phishing, 53 per cent claimed not 
to have received compensation for their losses from their bank or 
credit card company.

Email filtering firm Postini claims the total number of phishing scams 
has decreased month-on-month but this may signify a move towards 
more sophisticated, less scatter gun attacks and may yet be the 
precursor to a rebound to new highs, according to Scott Petry, 
founder and senior vice president of Postini.

Petry told silicon.com: "I'm shocked at the number of people who 
have been victim to these kinds of scams on one level but then I 
realise how many gullible people there are out there. If people see 
something in front of them which looks genuine they tend to take for 
granted it is."

Petry believes the massive rise in phishing attacks was symptomatic 
of the spammers' attempts to ensure reasonable returns. "The 
reaction to more pervasive filters was simply increase the volume," 
he said.

But now he believes sophistication is also increasing - perhaps 
suggesting fewer emails are required for similar returns.

The drop witnessed by Postini, which claims to have scanned 14.9 
billion emails last month, detecting more than nine million phishing 
scams - a 45 per cent drop month-on-month - may also be due to 
ISPs blacklisting servers, bot-nets being closed or individual 
machines being decommissioned in significant enough numbers to 
have an impact.

But as fresh machines become compromised and the spammers 
move on to pastures new it's likely the numbers will increase. "We'll 
continue to see peaks and troughs," said Petry.

Many in the industry believe banks still need to do more.

LloydsTSB, for example, recently announced it will start to contact 
customers again via email, adding to the confusion over whether 
banks will or won't contact customers in this way.

Although LloydsTSB's email claimed it will never ask customers to divulge personal data, and 
provided a freephone number for customers who wanted to check the validity of the email, such a 
lack of clarity across the industry helps create a culture of uncertainty ripe for harvesting by the 
phishers.

Petry believes banks simply can't help themselves.

"I believe email is too valuable a marketing tool for the banks to ignore."

But while they can't help themselves, they must help their customers said Petry.

"I think banks need to be more active in driving authentication, validation and certification," he said, 
referencing authentication services which will query domains and IP addresses.

"They may not want to bear the cost of doing so, or pass those costs onto customers but that's 
what's happening with the cost of compensation anyway. This way they will at least benefit from the 
goodwill factor," he added.
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